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About DigitalSecurus 
• Founded 2005 
• B lend o f law  en forcem ent &  Fortune 5  in fo rm ation  security  

w ith  30+  years com bined experience 
• In fo rm ation  security  consu lting  

– R isk m anagem ent 
– S ecurity  research , des ign  &  tes ting  
– Inc iden t response  

• C om puter fo rens ics &  on line  investiga tions 
– C ourt-p roven , certified  investiga to rs 
– C utting -edge on line  investiga tive  techn iques 

• P hys ica l S ecurity  &  S pecia l Investiga tions 
• B ug S w eep ing  

 
 



Who is the most 
powerful person in 
your organization? 





Love Letters/emails 

 



Web Pages 

 



Private Financials/Mutual Funds 

 



Online banking 
 



Credit Cards 



Personal/Family Photos 



Everyone is a potential target 

• P ersona lly  
– Y ou have  persona lly  sens itive  in fo rm ation   

• S pecifica lly  
– Y ou ’ve  been s ing led  ou t –  badguys w ant your in fo  

• O pportun is tica lly  
– W rong p lace /W rong T im e –  lap top  s to len  from  car 
– P red ic tive  hab its /behav io r –  eg . found  usb  s tick  in  park ing  

lo t  
 

If w e assum e w e ’re  ta rge ted  spec ifica lly  
bo th  persona lly  and pro fess iona lly , 
opportun is tic  a ttacks w ill like ly  fa il. 

 



Feeling Information Secure 

“I’m  tired  o f th rea ten ing  our c lien ts .”     
- G len  K linkhart 



Feeling Information Secure 

Q: Why do we stop at red 
lights, stop signs? 

 
Q: Why do we know the rules 

of the road? 



Feeling Information Secure 

Take ou t &  tu rn  on  your 
ce ll phone 



Your Network Administrator/I.T. shop 

 

A sk your IT  guy/ga l: 
 

“Is  our ne tw ork secure?” 



 



 



 



 



 



 







Securing your data 

• F irs t s tep  
– F ind  w here  a ll o f your in fo rm ation  s to red?? 

• C om puters  
• F ile  servers 
• Lap tops 
• Tab le ts  
• C e ll phones 
• W ebsites  
• C loud  s to rage  
• B ackups 



Logical Security Attacks - Passwords 

Annual List of most common Passwords 

1. 123456 (U p 1) 
2 . passw ord  (D ow n 1) 
3 . 12345678 (U nchanged) 
4 . qw erty  (U p 1) 
5 . abc123 (D ow n 1) 
6 . 123456789 (N ew ) 
7 . 111111 (U p 2) 
8 . 1234567 (U p 5) 
9 . iloveyou (U p 2) 
10 . adobe123 (N ew ) 
11. 123123 (U p 5) 
12 . A dm in  (N ew ) 
13. 1234567890 (N ew ) 
14. le tm ein  (D ow n 7) 
 

15 . photoshop (N ew ) 
16. 1234 (N ew ) 
17. m onkey (D ow n 11) 
18 . shadow  (U nchanged) 
19 . sunsh ine (D ow n 5) 
20 . 12345 (N ew ) 
21. passw ord1 (U p 4) 
22 . p rincess (N ew ) 
23. azerty  (N ew ) 
24. trustno1 (D ow n 12) 
25 . 000000 (N ew ) 
 



Most Common 
Cell Phone 
Passcodes 

• The  top  10  m ake  up  
23 .335%  o f a ll 
passcodes 
 



Other Computing Safeguards 

• G et a  N e tw ork A ssessm ent 
• Inc iden t R esponse  P lann ing  
• D ata  E ncryp tion  
• Logg ing  &  M on ito ring  
• Iden tity  M anagem ent 
• P hys ica l S ecurity  
• P o lic ies  and  P rocedures 
• T ra in ing  
• Insurance  

 





G len K linkhart, C E O  
C e ll 907-244-0536 

E m ail: g len@ dig ita lsecurus.com  
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