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About DigitalSecurus

Founded 2005

Blend of law enforcement & Fortune 5 information security
with 30+ years combined experience

Information security consulting
- Risk management

— Security research, design & testing
— Incident response

Computer forensics & online investigations
— Court-proven, certified investigators
— Cutting-edge online investigative techniques

Physical Security & Special Investigations
Bug Sweeping



Who Is the most
powerful person in
your organization?






Love Letters/emails

(=]
Full path:  seagate US\Part_14M0 MAME-FAT 22%INDOWS \Aapplication Data\MSMENU serD ata%EB33E8C40-L
File tppe:  E-mail Archive i v |t

Feturn-path: <Grizzly/2biGaanl com:=

Fram: Grzzlyf2bG@aol.com

Full-name: Grzzly b

Message-ID: <183 . bdalZct 2478317 ci@aol com=
Hecemwed: Tue, 30 Jul 2002 14:14:20 EDOT
=ubject: Fe: Highly Recommended by Grizz
Ta: RosepetalCottageiaol. com
MIME-Yersion: 1.0

Content-Type: text/plain; charset="LI=-ASC("
Content-Transfer-Encoding: 7hit

A-Mailer: AOL 7.0 for Windows L5 sub 10509

My sweet Jan,
| don't want sameday, | want now and forever
We can work it out if you give it a chance never too late for love

| made a promise to not give up on you, so don't you give up an us
Love (Srizz




Web Pages

Private Beach

SpongeBob SquarePants Matriz Code
Screensaver Screensaver

in a pineapple under the "\What is the Matrx?" - Find out if
v On your desktop tool you're the one...
ﬂ Download Mow ﬂ Download Mow

File Size: 1.2MBE File Size: 2,7MBE

Wooded Coastline




Private Financials/Mutual Funds

Your Account 114064630 =]

Refreshthe page |l © Farmat For Printin
Mutual Funds hage | d

Account Name Type Mumber

CHOICE A84 114 064630

Mutual Funds

futua! Funds ame tyaically priced daily. The grice gmuided iz the geious Aesimess days grRce.

Name f
Quantity  Symbol Price

|E| Performance Profile PSSO IMFORMATION FUND &

475 IFOAX 41.84000 19,999 52

|E| Perfarmance Profile WSO INFORMATION FUND A

268.025 [FOAX 41.84000 1121417

otal Mutual Funds 31,1369




Online banking

Matanuska Valley FCU

Accomt Tnfo Share Transaction History Inquiry

Instuctions

Balance Inquiries History for Share ID 77

History Inquinies

Posted Transaction Swnmary Amomunt Pen Fees New Balance
11/09/01 Check Dep: mail 1,285.11 0.00 0.00 349802
11/08/01 WD Visa Check Card -95.00 0.00 000 2,212.91

Recent Activity

Transfers
Checlkime Info

Loan Info 11/08/01 Cotnment:
. OTZ TELEFHOME COOP EOTZERTUE US
Year to Date Info

Clorrument:
Drate 11/06/01 131222170917

110701 Wi MEA : : 2,307.91

Change Account 11/08/01

Preferences

Cotmment:
TYFPE DEAFT

11/06/01 WD EWMSTAE NATURAL : : 2,381.61

1107401

Clomment:
11/06/01 TYPE: UT BILL

11/02/01 Check W/D: 00175 -1,289.00 0. : 2,431.61




Credit Cards

hack of
Iit card mumber.

wother credit card.
—

W

Debat Clard

Last name

wou recerve monthly balling statements for this card.

O Use tlus address as billing address




Personal/Family Photos




Everyone is a potential target

« Personally

— You have personally sensitive information
« Specifically

— You've been singled out — badguys want your info
e Opportunistically

— Wrong place/Wrong Time = laptop stolen from car

— Predictive habits/behavior - eg. found usb stick in parking
[o]

If we assume we're targeted specifically
both personally and professionally,
opportunistic attacks will likely fail.



Feeling Information Secure

“I'm tired of threatening our clients.”
- Glen Klinkhart



Feeling Information Secure

Q: Why do we stop at red
lights, stop signs?

Q: Why do we know the rules
of the road?



Feeling Information Secure

Take out & turn on your
cell'phone



Your Network Administrator/l.T. shop

Ask your IT guy/gal:

“Is our network secure?”
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E-ZPass Manager <tyler.moyer@62-210-125-34.rev.poneytelecom.eu

Indebted for driving on toll road #00469364

MNotice to Appear,

You have a unpaid bill for using toll road.
Please service your debt in the shortest possible time.

You can find the invoice is in the attachment.
Yours faithfully,

Tyler Moyer,
E-ZPass Manager.

E-ZPass Manager Mo Items
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Indebted for driving on toll road #00469364

MNotice to Appear,

You have a unpaid bill for using toll road.
Please service your debt in the shortest possible time.

You can find the invoice is in the attachment.
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Tyler Moyer,
E-ZPass Manager.

E-ZPass Manager Mo Items




T
MESSAGE

[«i;Ignc.re x |—$| ﬂ—_él | 3 [F2 Meeting “__ tanes

f—‘-}TaManagc—r _,mOneNnte = Categorize -

] lenly  Reply ; ] o
& Junk~ Delete  Reply PEAFT:J Forward {5 More + E7 Team Email ME e EP Actions~ [P Follow Up -

¥ o Rules - E=% Mark Unread

Delete Respond Quick Steps Move Tags Editing

S5un 4/12/2015 8:05 AM

24 rovs m ot
4. rev.poneytelec
Jev.p eyleiec
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Indebted for driving on toll road #00469364

|, E-ZPass_00469364.7ip (5 KE)

MNotice to Appear,

You have a unpaid bill for using toll road.
Please service your debt in the shortest possible time.

You can find the invoice is in the attachment.
Yours faithfully,

Tyler Moyer,
E-ZPass Manager.

E-ZPass Manager Mo Items
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MNotice to Appear,

You have a unpaid bill for usifge toll road.
Please service your debt in th{yshortest ghssible time.

You can find the invoice is in the attachment.
Yours faithfully,

Tyler Moyer,
E-ZPass Manager.
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E-ZPass Manager <tyler.moyer@62-210-125-34.rev.poneytelec

Indebted for driving on toll road #00469364
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E-ZPass Manager.
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Qz_\:\-..ll.lnkv
All

Delete Respond

S5un 4/12/2015 8:05 AM

tanes ¥ icg Rules - 5% Mark Unread

L‘-i To Manager _,'IIH OneMote = Categorize -
= . Move ]
Team Email - [P Actions~ | Follow Up ~

Quick Steps Move Tags

Vianager <tyler.moyer@62-210-125-34.rev.poneytelect

ing on toll road #00469364
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SOCIAL ENGINEERING

Dress $300. Rented Tux $200. Bypassing the entire
White House Security Systems to meet the president... Priceless.



7227 LEE DEFOREST DRIVE
COLUMBIA, MD 21046
TEL: 410 A 910 A 1500
FAX: 410 A 910 A 1675

HEALTHCARE SERVICESe
April 25, 2013

Via First Class U.S. Mail

RE: Breach Notification
Dear

| am writing in furtherance of your conversation with Ms. Lainee Adkins of our Anchorage AK office, | am
writing to let you know that, on April 7, 2013, a vehicle owned by one our employees was broken into and
a laptop, along with paper files containing patient information, was stolen from the car. To the best of our
knowledge and believe, the device and/or papers contained, your name, address, social security number,
phone number and diagnosis codes.

While there is no evidence the person committing this crime was targeting your personal information, we
know the information was in the hands of an unknown person and we want to encourage you to be aware
of the overall dangers of identity theft as it relates to your financial accounts and insurance benefits.

To that end, we strongly recommend you review all personal banking accounts, credit reports,
explanations of insurance benefits, etc., to ensure they are accurate. If your review identifies any
suspicious activity, please immediately notify your insurer, your financial institution, the local police, and
one of the three major credit bureaus to initiate a fraud alert.

For your convenience/reference, the three major credit bureaus and their contact information are as
follows. Please note that, under the Fair and Accurate Transaction Act, consumers are entitied to one
FREE credit report every 12 months:

Equifax: Order credit report: (800) 685-1111 Experian:  Order credit report: (888) 397-3742
Report fraud: (800) 525-6285 Report fraud: (888) 397-3742
VWebsite: www.equiiax.com Website: www experian.coi

TransUnion:  Order credit report: (800) 888-4213
Report fraud: (800) 680-7289
Website: www.transunion.com

Please know that we take our obligation to safeguard personal information very seriously and we are
committed to exhausting all efforts to protect the confidentiality of information entrusted to us. If you have
any further questions regarding this issue, please do not hesitate to contact me at 443-430-7656.

Sincerely,

Asma J. Rizvi
Healthcare Paralegal

cc Darlene M. Lucio Alaina Adkins, Administrative Officer
Senior Paralegal/HIPAA Privacy Officer Anchorage, AK Homecare




Securing your data

« First step

— Find where all of your information stored??
« Computers
« File servers
» Laptops
« Tablets
« Cell phones
« Websites
e Cloud storage
« Backups



Logical Security Attacks - Passwords

Annual List of most common Passwords

. 123456 (Up 1)

. password (Down 1)
. 12345678 (Unchanged)
.qwerty (Up 1)
.abcl23 (Down 1)

. 123456789 (New)

. 111111 (Up 2)

. 1234567 (Up 5)

9. iloveyou (Up 2)

10. adobel23 (New)
11. 123123 (Up 5)

12. Admin (New)

13. 1234567890 (New)
14. letmein (Down 7)

0O ~NOo Ol w Nk

15.
16.
17.
18.
19.
20.
21.
0.
23.
24,
25.

photoshop (New)
1234 (New)
monkey (Down 11)
shadow (Unchanged)
sunshine (Down 5)
12345 (New)
passwordl (Up 4)
princess (New)
azerty (New)
trustnol (Down 12)
000000 (New)



Most Common
Cell Phone
Passcodes

 The top 10 make up
23.335% of all
passcodes

#1 1234 10.713%
#2 1111 6.016%
#3 0000 1.881%
Ha 1212 1.197%
#5 77 0.745%
w5 1004 0.616%
#7 2000 0.613%
) S 0.526%
] 2222 0.516%
#10 | 6969 0.512%
#11 9999 0.451%
#2 | 3333 0.419%
#13 | 5555 0.395%
#14 | 6666 0.391%
#15 1122 0.366%
#16 1313 0.304%
#17 | 08888 0.303%
#18 | 4321 0.293%
#19 | 2001 0.290%
#20 1010 0.285%

MOST COMMON 4-DIGIT PIN SETS




Other Computing Safeguards

Geta Network Assessment
* Incident Response Planning
« Data Encryption

« Logging & Monitoring
 ldentity Management

« Physical Security

« Policies and Procedures
Training

Insurance
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Necutus

Glen Klinkhart, CEO
Cell 907-244-0536
Email: glen@ digitalsecurus.com
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